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of Internet of things gateway security system
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Abstract: The Internet of things (IoT) is a multiple heterogeneous network, and its perception layer is often faced with
various security threats. As the bridge between the perception layer and the network layer, the IoT gateway should
have the security management function to prevent the security issue from spreading to the upper layer. According to
the current security deficiencies in loT gateway, a universal loT gateway security system was proposed based on the
IoT gateway middleware technology. Various security protocols or algorithms can be embedded in IoT gateway secu-
rity system, and the modeling and analysis can help the design and implementation of IoT gateway. The formal mod-
eling and verification of the loT gateway security system was performed by timed automata. The results show that the
IoT gateway security system satisfies the security properties of confidentiality, availability, authenticity, robustness,
integrity and freshness.
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A
A AuthenticatfonFlag==1 Terminal§atus=0
Category==3
ComplexAuthentication
SimpleAuthentication CheckAF )
af4:int]0,1] af2:inft[0,1]
AuthenticationFlag=af% Authenticatjonllag=af2 .
C CheatingMegsage
Communication FakeMessage
HashAl gor thm AuthenticationFlag==0
FinishAC!  AuthenticationFlag==1 TerminalStatus=1
AuthenticatfonFlag==1
fionFlag==0
FinishAC!  TerminalStatus=0 af3:int[0,1]

ManualIntervention

K9

'AuthenticationFlag=af3 'U AuthenticationFlag==1"
WaitKeyPacket MACEqualOrNot

O

ObtainMessage

WIEFLER (AC)

2018042-9



7D e i@ {I)::

¥ iR

%39 %

Request

FinishIDS!

Analysis

End

Category==2

Response

Bl 10 ANREWRSEA (IDS)

Return!

CheckEL

7\ HandlingException? f

T
1aie

I PR
JLIICCKEL

CheckEL_

o )

ExceptiogLeve!'=2
el:int[0,1]

ManualHandling

»

Input

Return!

ExceptionLevel=el " ExceptionLevel==1"
ExceptionLevel==0

LogRecord

:m » C
-/

IntegratedDetection

AnomalousDetection CorrectingAlgorithm

Bl S ALY (Exception)

i3] 2 0] 2 B A 3 AR e A TR L T I ) AR 28 (1)
AES S EEAT A, HoAh e A RS B AL P T
T IR AN PR« B B R 40 1 5L KMSType,s
WL KMSType=1, WIEEFra 8], b 20 {5 3R
i PG DT s R, IR 75 5 2 50T,
v it 5 ST A ok A o0 B T o) OB 1) B
B, AR JE AL [n] iy WA KMSType=2, W)
WAES A, & umf R IS SCEAT IR, ARG 6
A K s L AR BE, S5 e il s R 0 T
BUEfE R

AES H 0 SR AL R Ik RE g ok R AN
P, #1058 (3125, 14 %),
B9 CaRRT 11 % 7 13 %) mFE . 7%
Prv FITRGFINEE EH5E 4 M BB R 5e ke, B
—RRAA IR AR R R S s R e 4L
—3, JF HATAE TR AR N A R A e, 4K
UORIG AR WATRAL, WHRA RN 24
Wi, BeJa WA NG A . BT AR
(1) AES #5050 S A0 Y R B B I NI Tl bR 25,
AN %0 % A0 T Bt I R] () AR A AT B AR B, T SE
IS AR AL, AT DL A 80 DR UE B S R ) %2
AE. R, FE R R AR N i AR A (1) 35
I3 WRFSAL B R TR IN T N A, LUK [a)
bR JE

4 MRREZRFHEINULEIE
T LI S ST GF R M I 5% 22 4 AR T IR 2 I

I IF) 1 ST 2R A P A RAG I T . UPPAAL 47
IOUE, RERS A ORI A B, JRIRUF IR 1)
A SR AT AL o
4.1 UPPAAL TEEMH

UPPAALPY & Hit #h Uppsala A 2% 1} 2
Aalborg K% T 1995 EIA KA K 5T 1] [ )
BLR A B UE TR, HAFMHRE 2 s
LIRITT 3 D TR A . UPPAAL [ HEAE S U
TYniEay (editor). Bidl#s (simulator). F0iFE#%
(verifier) 3 ANEEr. Gl as FH 00 2240 B (17 1)
AT BRI R, 2 — DNEUBAAS B S, )
AT B SRR s RS T B R (1) AT
AR, AR ERAT BREHLAT K AR
INf e B A R A, DA Bt R I R
Ji DAL R A% 5 56 I 4 FH T 9000 45 7 1 B 59 AL
FEAFAN T B0 AIF 45 o5 45 B0 UE 25 1 . B0 E R [A)
MIANAEIEFE, PERUM R AT H R (BNF,
Backus-Naur form) ##ih.
42 REFKRMEFRAIIEIE

SO I 2 B A T I R e A R, ]
DATE R AR AL & 2 IR A HAS L. I I PE A Jie
IR T A 2 DO G ) 1R A AR B S 45 I 18] 1 Bl AL ASS
R PATHE O, G P A U SO R T %
MG MIBATRAERE IR, A TR o by

AERRAT AR B o
B B E AT, SRR A PRRE AL, A

FE BENS 58 A il I BEADIR S, DAL, 7 A8 40 E
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TR I ) E LRI K 2 4 AR S R R S E <73 -

AT MR UE . 2.1 5], DI R G 1) %
AT SR T T R ALE M AT B
PEL SERENE BT EETE 6 MRS, ] BNF 5%
XF BB APE AT A AR s, AR5 AL 56 Ik 2 2
ATHAE .

1) HLEPESAIE

A[] AC.AlertToManager imply KeyVerificationFlag

IR ERSSERUAE PR PIE AL Al N R UE7S
A IR TS, SRA Sk

2) A HIPERIE

FETRZAGAY, Rr I SN IRZAS AT ik, mTAf R
W SR (R B A RS T AN T kAT mR a2 &
JRJE SRR VIRAS T, AT OR h HE P SR A Y
MR55 . AFEUETE B R TR .

E<> Top.CheckGS

E<> Top.EnterMiddle imply Middle.CheckCateg-
ory

E<> Middle.UpdateKey imply KMS.CheckKT

E<> Top.Authentication imply AC.CheckCate-
gory

E<> Middle.IntrusionDetection imply IDS.Init

E<> Top. Verify imply Exception.CheckEL

3) FLSPERALE

E<> TerminalStatus==1 imply AC.Authenticat-
ionFlag==1

FEIH BRI, 7 2[R0 46 UE v ORI
AV LLNE S (R Ak o I SRR Lo R A IE
Sy, WA R IER, W RE RGN T
Mo TIASZSN I o

4) WHEERAE

A[] not deadlock

ARG,
AT .

5) SEREPERAE

A[] AC.ObtainMessage imply AC.Authenticatio-
nFlag==1

WS AIETS (MAC, message authentication
code ) HJ [] I i (1L 3k 3452 50 N (14 K500k e 8 P A
TR P B YR S B . I SRR ) B
AL Hash isSLALPE )5, 2 SR MAC {5
S, WA B R B, W R AR IBUR L TS I
(P

B O AT 15 L A8 A 2

6) FrEELUE

BB RE T Z A2, H 2 Ok
UETH S IR o A REvE BeRas ik

A[] Top.Restart imply ¢<300

A[] Top.Record imply ¢<600

A[] Middle.RetrieveData imply Middle.y=30

A[] Middle.WaitDevice imply Middle.y <5

A[] IDS.Analysis imply IDS.z<60

A[] AESEncryption. MUX imply AESEncryption.
x<4

A[] AESDecryption. InShiftRows_ imply ¢=100

UPPAAL R AE X} ik 6 A (K 42515 f) 18
ZUHTHE, WUEZ R WE S PR,

%5 HEEIG 25 3R

)5 BAE R ) /s WA FE/KB LoATEEES
Bl 0.034 9096 AL A%
CipiEl 0.001 9116 Wi AR T
L 0.001 9116 W T
W 0.060 9508 AL A%
SEHEIE 0.034 9504 WARZIE T
Bk 0.062 9516 L FEREA Y

WAUESE RARW], P PR e, Pt
(RIPIRI 2 as R GU A HLEE Ik mT RIS sk
TGETE . SERENE . FTEEEAE TR K.

5 #RiT

YR WA R —AXE DA 1) A 147
LA ) RN A RS AL I N T B
SEIREE, LR 2R AR AT B A% i T I 5 2R e 4
J o PRI N A SRR AN E S 42, TR
ANEAZRE S I, 2 A ) i — 0y
o HHT, KPR 9 DG A4 2 45 R IR 5T 3 S A v
THRADIREMSIL, AWM AL DM
W G2 A 4 It RV I — R A S B B T 5%, m
Y 5 R AN

HT LRy, 4 EIAMEHERE,. S0A
IE NREM A2 AR, Wit 7Nl ik
WY 22 A R G, AR DGR R G . R
i 18] ZIALAT RS 3 AR T IR A @ s, A
FHRARYIGIE T . UPPAAL BEATVE 6L, 45 KW
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WG 22 A RGEh e LR M. T HIME . e, i
PEC SERENE L FTEEME SR L AR T, PRI I O 2 4
F eIk T DUAR R S8 B 7 2 R 2 22 A P il el A
2 ARG R T LT, A B TR ILB T
il B W S BETE RSB

NPT AR A 2 AT

1) BB HAD 22 42 U B S R Ty
% DMEA RO AR M 2 4 R 58, Tt
RGP E

2) SR W S R AR e 2 S b T HOR
PESE BRI T B A SCEUIIER I 99 50 2 42 R G
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